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Virus Protection: All Roads Lead To A Multi-Modal, Modular Approach 
   
 

Overview 
The purpose of this paper is to explain why we have concluded that the future of virus 
protection lies with architecture, rather than product, and why a multi-modal, modular 
approach makes most sense. We show that as virus protection is a component of business 
security, it is best approached at the infrastructure and end-user levels using multiple 
modalities simultaneously. 
  
We trace the societal forces that we perceive are, at one and the same time, driving high 
tech advancement, being spawned by that advancement and interacting with it to drive, 
and/or spawn, even further advances. 
 
On the heels of the societal forces perspective, we look at the evolution of business 
communications, including computing infrastructure and end-users. This loosely tracks what 
has occurred in the high tech industry since 1980. It focuses on the shift from personal 
computing and network computing to personalized communications. 
 
Next, we “drill down” to security and look at the relationship between security and 
profitability and how security is both a social and a technological force with tremendous 
economic and financial implications. 
 
Thereafter, we briefly explore how the anti-virus industry came about, what business models 
it has employed, how innovators have been caught in procurement’s job security Catch-22, 
and why now all that is changing.  
 
Finally, we show how a multi-modal, modular technology architecture approach makes sense 
from many points of view including cost-effectiveness, compatibility, scalability, standards 
and security. 
 
Societal Forces in Symbiosis with High Technology 
 
At the deepest and the most fundamental level, humanity is involved in a struggle for 
survival. It is grappling with the effect that it has wrought on its environment and the power 
of the information packages it has devised. On the one hand, it is creating a new global, 
participative community whose culture, via new technologies, is a re-creation of the oral 
culture that worked before Gutenberg’s revolution and is accompanied by magnanimity and 
philanthropy. On the other hand, it is hanging on to well-worn ways born out of fear, threat 
and insecurity, such as ethnic cleansing, bigotry, authoritarian hierarchies and avarice. 
 
Human beings are complex admixtures of happiness and satisfaction, anxiety and fear, 
creativity and inventiveness, apathy and depression.  
 
In the past 2 decades, on certain fronts, we have witnessed more change than has been 
experienced throughout history. And, it is not slowing down, so we are searching furiously 
for technologies that can enable us to juggle the myriad balls that each of us has in the air. 
More and more, we are choosing to use technology to help us engage in and experience our 
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rich and complex lives, rather than continuously being at the effect of the technologies we 
are creating, be they social, political, mechanical or electronic.  
 
Personal/Knowledge 
The vision articulated by Steve Jobs and Apple Computer, Inc. in the early 1980s was “to 
change the world.” That company, no matter what hindsight might tell us about its 
subsequent business tactics, succeeded in doing just that. It was then that the concept of 
personal computing was born and we began talking about company employees as knowledge 
workers. This phenomenon, personal computing knowledge workers, was a culture driven by 
the technology and its distinctive characteristics in the marketplace were: features (and 
perceived benefits); price and freedom (from mainframe hegemony); mass (as in market) 
and volume (as in sales). 
 
Interpersonal/Productivity 
At almost the same time, lagging by a couple of years in market terms, another revolution 
that promised to change the world was also occurring. Bob Metcalfe and his Ethernet 
invention, which manifested in the Local Area Network (LAN), led this campaign. Associated 
with this network technology, the concept of interpersonal computing emerged and we 
started referring to employees as workgroups (one word!). This next wave, interpersonal 
workgroups, was a community, within the larger computing paradigm, and was also 
technology driven. Its distinguishing characteristics in the marketplace were: features (and 
perceived benefits); connectivity and productivity; cost and speed (of transfer and access); 
control and distribution. 
 
Interpersonal/Standards 
Ironically, behind the scenes and being used primarily for security and academic purposes, a 
new technology was evolving that would transform society once more in the late 1990s. This 
technology, more discovered than invented, was the Internet - a harbinger of the future. The 
Internet and its World Wide Web interface took the interpersonal infrastructure of the 
network to the global level and accelerated the concept of network computing. By network 
computing we understand a software architecture where: (a) the server, not the 
microprocessor is at the center, (b) the standards employed are globally accepted open 
Internet (IP) standards, and (c) the clients, ranging from workstations and PCs to PDAs, cell 
phones and pagers, are independent. The network itself is now the computer and the 
individual is paramount.  
 
This flip between technology and market driven forces is being precipitated by a catalytic 
shift we are calling the Millennium Shift because it is happening now, as the new millennium 
dawns. Innumerable, already existing signposts bespeak its inevitability. For example, in April 
1999, Cisco, the dominant provider of equipment for corporate data networks, disclosed its 
intention to enter the world of consumer communications with a foray into unified messaging 
– meaning the ability to get voice mail, e-mail, fax mail and video mail from one single spot.  
 

“It is a very rich, personalized environment of managing your personal communications 
and managing your personal ecosystem, managing your personal Internet ecosystem 
for your family.” 

  Donald J. Listwin, EVP Cisco, San Jose Mercury, May 3, 1999 
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The Millennium Shift: From Technology-centric to People-centric 
 
The Internet is an organic, evolutionary, global technology, owned by everyone and no one. 
It is the infrastructure that was the sine qua non for people and their needs to, once again, 
emerge as the driving force. These needs are not limited to simple commercial wants. They 
include basic, global needs, such as clean water and air, healthcare, healthy food, affordable 
shelter, environmental conservation and, above all, recognition and acknowledgement, safety 
and security. Perhaps the comprehension of these needs, at the human species level rather 
than the commercial or political levels, is what precipitated, in the first place, the emergence 
of a global, standardized infrastructure which had notions of community and interpersonal 
communications built-in from the ground up.  
 
The key to understanding the shift at the infrastructure level is the global acceptance of the 
Internet (IP) standards. This infrastructure promises to underlie the global economy. Hence, 
it is causing organizations to (a) examine new ways of competing, (b) realize that individual 
needs and wants are key and (c) accept they are “faced with a daunting paradox: the need 
to enhance product and service offerings to consumers, while simultaneously reducing 
costs.” 

Michael Ger, The Automotive Solution, Sr. Director, Industrial Solutions, Oracle  
 
In the personal computing world, Intel replaced IBM and others as the leading purveyor 
because they succeeded in shifting the focus away from the “box” to the microprocessor. 
Companies like Nokia, Cisco, Lucent and their competitors will replace AT&T, BT, the RBOCs 
and their ilk because they will succeed in shifting the focus away from the “highway” or the 
“X or Y-phone” to the personalized service. 
 

“Intel did a masterful job of positioning megahertz as the associated issue on brand… 
We can’t do that because we’re in a standards based business. Everything we do is 
standards, so you can’t say, ‘my fast Ethernet is faster than your fast Ethernet.’  So  
really the way we’ll begin to speak to [those] people will be on personalized services.” 

     Donald J. Listwin, Cisco 
 
Personalizing/Responding 
The Millennium Shift, which is currently in process, is towards empowering, supporting, 
democratizing and responding. It is a culture of communities of individuals, inside and 
outside of companies, where personal idiosyncrasies and nuances will be recognized and 
responded to, even encouraged. Companies that both hear and listen to the individual voices 
of diverse customers and employees will be the successful competitors. 
 
In business, companies recognize that few, if any, industries can have diverse needs met 
comprehensively by a single software application or technology. These companies also see 
that communications technologies are contributing to a hyper-competitive environment 
where almost every customer has unique value chain needs. All of this implies that 
companies must radically improve product development time-to-market performance. 

“Vehicle development cycle times will be slashed – what once required up to 7 years is 
projected to take less than 12 months in the future.” 
  Michael Ger, Oracle 



  
 

Virus Protection: All Roads Lead To A Multi-Modal, Modular Approach  Page 6 of 12
© Ian Browde & Camille Smith,  InDefense, Inc., May, 1999  

Computer and communications companies will not be able to persuade us to buy a PC or 
palmtop by virtue of its clock speed or its storage capacity. Already, Steve Jobs and Apple’s 
I-Mac (Internet PC) have forcefully demonstrated that “color is more significant than speed.”  
Increasingly, we will buy our PC, palmtop, phone or pager because of what we can do, 
where we can do it, with whom we can do it, and how easily and effectively we can set the 
agenda at work and recreationally.  
 
Thus, successful businesses will be those that develop and/or adopt flexible, interoperable 
architectures, such as CORBA, NCA and others, to support flexible, yet integrated, value 
chains emanating from the customer. This means that responsibility will be deployed 
amongst all the players in the chain and the weak links will be cut out quickly to ensure the 
highest standards of functionality. 
 

“…Activities, once occurring within departmental ‘silos’, will be executed in cross-
functional teams. Within this collaborative and ‘boundary-less’ environment, success will 
belong to networked enterprises – individuals, departments, divisions, and companies, 
collaborating at will, anywhere in the world.”  

Michael Ger, Oracle 
 
In the marketplace, product-driven business propositions and business models are being 
replaced by market-driven ones. In fact, the product itself, especially in high tech, is 
becoming increasingly transparent. Consequently, the communications model of service, 
subscription and even renting, will increasingly replace the computing business model of 
product and support that has been dominant until now. 
 
In technology, a transition is also occurring.  When  PC standalones were supreme, the 
“heart” and focus of computing was the microprocessor. When PCs became networked, the 
processing heart became the server.  Now, as faster chips become “of course”, the 
computing environment becomes inter-networked, and the computing portal becomes 
transparent, even irrelevant (webTV, cell phone, automobile), the heart of computing shifts 
from the server to the person. 
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Cust. Ed. 

Drilling Down to Security: A Social, Economic and Technological Issue 
 
The need for security (shelter, protection, safety, and refuge) is undeniably a fundamental 
human need. Organizations that can provide security for individuals can then expect those 
individuals to ascend to a level of functioning beyond mere survival. Therefore, companies 
whose people feel more generally secure are more likely to produce more and, if they are 
well managed, they are then more prone to being profitable than their “continually-stuck-at-
vulnerable” counterparts. This assertion is especially relevant in the increasingly connected-
via-the-Internet world of electronic commerce, be it intranet, extranet or the Internet, per 
se. 
  
In a recently conducted survey regarding what must be improved for e-commerce to 
succeed, respondents placed “improving security” way ahead of anything else. 
 

What Must Be Improved For E-Commerce Success? 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Source: CIO Magazine, Online, May 1999  
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This is one of many signposts pointing in the direction of comprehensive security becoming a 
significantly important aspect of business. When we start to analyze where the security 
issues lie (read: everywhere), it becomes increasingly clear that an integrated look is 
required. In other words, it is no longer satisfactory to look at encryption as separate from 
virus protection or at credit card fraud as separate from hacking, and so on.  
 
Many of the large competitors in the software security business, such as Network Associates, 
Symantec and CheckPoint, got their start in the anti-virus business. Many of these firms are 
now acquiring others to produce “security suites” in order to, allegedly, address the 
customer’s needs for a complete solution. Others are consolidating the anti-virus industry by 
merging where the parties perceive that each brings a complementary piece to the table. 
Examples of this are Thunderbyte and Norman and Eliashim and Aladdin Knowledge 
Systems. This action, being driven by the customer, demands complete systems that do the 
job and, most significantly, which are architected for the purpose of providing “in-depth 
defense and protection”, rather than “put-together-to-take-advantage-of-market-
requirements” solutions that many of the currently available offerings represent. 
 
Knowing where security risks are can help us deduce why the product/single modality 
solution approach is increasingly non-viable and why the multi-modal, modular architecture 
approach is inevitable. 
 
 

Protecting All Points – Entry and Execution 
 
Desktop PCs Network Servers  Internet Servers  Remote Workers 

 
 
 
 
 
 
 
 
        

Source: PC Magazine, May 4, 1999 
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and replicate without the user’s permission.” 
  Joe Wells, president/founder, Wells Research and the In The Wild Virus List 
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In the early days of viruses, there were only a small number of boot sector viruses, such as 
Brain, Alameda or Yale, and file viruses (those infecting .exe and .com files) such as Lehigh, 
Jerusalem and Miami.  When the early attempts to block virus behavior and to check the 
integrity of the computer system in the face of viral infection (commonly referred to as 
Prevention) produced too many side effects, particularly false alarms, the Detection and 
Identification approach (scanning for signature strings) became the dominant paradigm. 
While this approach worked fine when there were a few viruses in the world, once the virus 
population growth exploded in the mid-90s, it became more relevant as a business model 
than as a reliable security model. 
 

 “If you look at what customers of an anti-virus company have to do now, it’s pretty 
old-fashioned and slow …It’s a manual, laborious process that can take days. In the 
meantime, your business can’t get at whatever is in the file.” 

Enrique Salem, Chief Technology Officer, Symantec 
The Sunday Times, UK, Innovation, July 19, 1998 
 

The business model of selling virus signature updates (or virus definition files) has become a 
billion dollar, and climbing, industry that is, for the most part, employing product technology 
developed over a decade ago. This model is akin to the safety razor model employed by 
companies like Gillette and Schick, where the razor (the AV software product) is almost given 
away and the blade (the virus signature update) is charged for. This renewable revenue 
approach has been financially kind to the AV vendors. However, as businesses become more 
cost conscious they recognize that these costs are only a portion of the actual cost incurred 
in their attempt to protect themselves from virus damage. 
 

In fact, when the ICSA [International Computer Security Association] looked into [this 
aspect of] virus incidents, it found that most of the financial impact of viruses was in 
the clean up cost. 
  Stephen Cobb, Taming the Wild Code  

 
Depending on approaches that are single-modality based, i.e., virus signature scanning, is 
too risky for organizations requiring reliable security. For this reason, we are witnessing signs 
of companies entering the virus protection market who understand that a comprehensive 
approach is needed. In our view, this means an infrastructure architected to expand, 
modularly, to improve its defenses by accommodating the “plugging in” of security 
applications that specialize in added protection modalities to cover areas not currently 
protected or not adequately protected.   
 

“…depending on scanners alone [in such a setting] is very risky; inadequate even. 
Scanning is good at detecting known viruses. Indeed it is excellent technology for 
finding such things…The trouble with new viruses is exactly that. As you do not know 
when you will encounter a new virus, depending on scanning technology alone is a 
recipe for eventual failure.” 
  Virus Bulletin, Editorial, October 1998 

 
What faces these new players, as they foray into this domain, is the Catch-22 of the security 
software industry. Although not peculiar to security software (it used to be the same in the 
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PC industry when IBM was the dominant player), it represents a significant marketing and 
economic issue that companies with alternative architectural approaches must address. The 
Catch-22 argument goes something like this:  
 

“I understand you have a system which could improve our protection against 
viruses, especially unknown viruses. I know my company could save time and 
money by lowering its need for virus signature updates for most of its PCs and 
workstations because only scanners need to be updated. But, you aren’t a name 
that we recognize in anti-virus products. So, if your system is not 100% infallible, 
and something does go wrong, then I’d get fired for choosing your system. But, 
if we buy a known brand, such as ___ (insert the name of an anti-virus product 
vendor here) and something goes wrong, my superiors will blame them and my 
job will still be secure!”   

Any Network Administrator 
 
With the emergence of the Internet and its standardization impact, pressure on the ethics 
and the sustainability of the razor and blade model of virus protection is emerging. The anti-
virus scanner vendors themselves are having to find ways of using the Internet and powerful 
marketing machines to persuade companies that their products now provide protection 
commensurate with the increased threat facilitated by this new global, “always-on-always-
connected” infrastructure.  
 
Additionally, studies are emerging showing that social and policy issues are as important to 
corporate security as technology. The ICSA reported that in 1998 virus infections rose over 
40 percent in companies which had an anti-virus product installed. They attributed this rise 
to the fact that companies find it increasingly difficult to enforce virus definition file updates.  
 
Thus, new business models and new virus protection systems are surfacing. It appears that 
companies developing security-inclusive architectures with multi-modal protection systems 
will tend more to the electric razor model where systems and results are marketed and sold, 
not products and features. 
 
Multiple Modalities and Modular Architecture: Raise Security and Lower TCO 
 
Since 1995 with the advent of Macro Viruses (viruses easily written in Visual Basic not in hard 
to learn, low level language such as Assembly) and the Internet (the most effective delivery 
system so far devised), the number of virus makers and viruses has grown significantly. 
Viruses increasingly possess functionality that permits their escaping detection: 
polymorphism, encryption, multipartite, stealth, and so on. Virus variants are proliferating at 
tremendous rates. E.g. when the Melissa virus emerged in early 1999, within days, over 
100,000 systems became infected in the USA. PCs are more ubiquitous than ever and 
increasingly companies are connecting their stakeholders (customers, employees, suppliers 
and shareholders) via global networks and Internet-works. Consequently, there is a growing 
global risk of virus infection and a dramatic rise in contamination rates.  
 
At this time, while most anti-virus products do contain more than one modality, they have 
not evolved the alternatives to scanning for viruses sufficiently to rely on them as a default, 
let alone have them activated simultaneously all the time. These modalities include 
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prevention measures, against known and unknown viruses, such as behavior blocking and 
memory resident monitoring, in addition to detection measures, such as virus signature 
scanning, heuristic scanning and integrity checking.  
 
Scanning relies on recognizing the virus’ signature (the piece of code that is tantamount to 
the virus’ fingerprint) to detect viruses. If the virus is matched to a signature in the signature 
file, then it will be detected. However, if not, then the system is declared uninfected by the 
scanner. Scanning is, therefore, a very good method for detecting known viruses. In fact 
Known viruses” is shorthand for “viruses known to the anti-virus scanner.” 
 
Heuristic scanning goes further, and using rules and/or algorithms that identify suspicious 
looking programs, it will identify some unknown viruses, too. There is a greater risk of false 
alerts with a heuristic scanner. 
 
Integrity checking checks the state of the every application file for changes in the CRC. It 
used to be a simple checksum, i.e., checking the size of the file. Now, with CRCs, it checks 
for file size, header and footer changes. If the state has changed, the integrity checker will 
alert for a possible virus infection. The integrity checking modality (often referred to as 
generic anti-virus) also generates false alarms and operates only after the fact. In other 
words, the file must be infected first; the integrity checker does not prevent the virus. 
 
Behavior blocking, sometimes referred to as rule-based monitoring, is usually accompanied 
by a memory resident program. This modality is based on the fact that viruses display certain 
common characteristics which permit the establishment of rules to distinguish between viral 
and normal activity. Behavior blocking makes it possible to stop both known and unknown 
viruses before they have infected the hard drive or system. A shortcoming of this modality is 
its inability to identify the virus. To identify individual viruses, only scanning will work.  
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      Source: Joe Wells, Wells Research Workshop, May 1999. 
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quadrant with some forays into heuristics and the memory resident monitoring quadrant. 
While there are a few products that cover the upper right and lower right quadrants, there 
are none that cover the entire grid effectively and reliably. 
 
The Future Architecture for Increased Security 
 
To meet the ever-growing virus threat appropriately, we favor building anti-virus protection 
into the corporate infrastructure. We advocate doing this modularly to provide the quick, 
dynamic development of new modules when a new class or group of viruses emerges. Thus, 
when a new virus is discovered or anticipated, its behaviors can be extrapolated to its class 
and a module that prevents against all such viral behavior can be built while at the same 
time signature strings are being sought to update scanners already deployed. We maintain 
that this modular approach (which would include all modalities working together 
simultaneously) is optimal. This assertion is grounded in the following principles:  

• nothing works 100 percent all the time 
• only a combination of modalities working together can provide optimal protection. 
    

Our recommendation in networked environments therefore, is that Systems and Network 
Administrators look at the firewall and network server as command central and the PCs and 
workstations as the internal perimeter or “edge.” The detection modalities (signature and 
heuristic scanning and integrity checking) should be dominant at command central where 
there is a high degree of traffic and little execution or activation of applications, documents 
or attachments. The prevention modalities (memory resident monitoring and behavior 
blocking) should prevail at the “edge” because that is where viral activity can be 
apprehended and stopped.  
 
Together, these modalities will provide an order of magnitude greater security than is 
currently provided by any single measure alone. Additionally, by virtue of reducing virus 
damage and by reducing the administrative overhead of doing virus signature updates on all 
systems frequently (only the server-based scanners will need their virus definition files to be 
updated regularly), the company’s TCO, total cost of ownership, will be measurably reduced. 
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