
Security budgets are 

way up. So are security

breaches. Meanwhile, 

securing e-business 

operations is now the 

number one priority. As 

the challenges multiply, the

2000 Information Security

Industry Survey explores

how to maintain your focus.
BY ANDY BRINEY
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ABOVE THE FOLD. In the newspaper business, if a story ap-
pears above the fold on the front page, it’s considered important.
Over the past year, there have been several above-the-fold infose-
curity stories: “DDoS Takes Out Yahoo! and Others”; “LoveLetter
Damage Estimated at $10 Billion”; “Los Alamos Loses Top-Secret
Hard Drive”; “Credit Cards Stolen at CDUniverse”; “President
Meets With Security Experts”; “Senate Debates Online Privacy
Regs”; “Microsoft Security Woes Continue.” And so on. 

Such high-profile security stories have raised the universal
awareness level about the importance of information security in
the New Economy. Organizations vying to leverage the Internet as
a key business-driver can no longer afford to be blasé about secu-
rity. Neither “brick-n-clicks” nor dot-coms can afford to approach
“security through obscurity” in the short-sighted hope that the 
immensity of the Internet will spare their online presence from
constant probing, pinging, flooding, hacking, cracking, scripting, IM
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EXECUTIVE SUMMARY
INFORMATION SECURITY BUDGETS continue to climb, confirming security’s growing role in over-

all business initiatives. The number of companies spending more than $1 million annually on security jumped 92

percent. However, a portion of budgets is being used to fund security projects held over from last year’s Y2K freeze.

LOVELETTER,  LIFE STAGES and other destructive viruses are the number one concern of security 

professionals, followed closely by privacy and hacking. The number one project is Web/e-commerce security.

EMPLOYEES AND OTHER INSIDERS continue to pose a more serious security threat than out-

siders. Companies experiencing an electronic theft, sabotage or disclosure of proprietary information grew by 

41 percent in the last year.

LAYERED SECURITY is one way organizations can increase their cybervigilance. B2B and B2C companies with

several security controls detect a far greater number of attacks and breach attempts than those with one-to-three

controls.

UP-TO-DATE SECURITY POLICIES are key to detecting and reacting to cybercrime. Companies with 

policies record more attacks and breaches than those without them. However, less than one-quarter of surveyed

companies follow a public standard or model when developing their policies. 

Survey Background: The 2000 Information Security Industry Survey was conducted online in June and July 2000. Requests to complete the survey were
e-mailed to approximately 30,000 Information Security qualified subscribers. 1,897 respondents completed some portion of the survey, though not all 
respondents answered every question.

The 2000 Information Security Industry Survey is sponsored by:
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sniffing, overflowing and re-
verse-engineering. Malicious
code attacks, corporate espi-
onage, Web graffiti, denial-of-
service, buffer overflows, data-
base hacks—all of these things
will only escalate in coming
years, to say nothing of social
engineering, employee access
abuses, insider sabotage, theft
of corporate resources and
myriad other security prob-
lems. Consumers are demand-
ing privacy and data confiden-
tiality; business partners are
demanding real-time access to
sensitive back-office informa-
tion; shareholders and direc-
tors want to ensure that their
investments are well-protected;
and management wants to
make sure their company’s
name isn’t the next to appear
above the fold. 

The trickle-down effect is 
an across-the-board increase 
in security awareness, which
has turned up the heat on IT
and security professionals in
the expectation that they will
miraculously “solve the secu-
rity problem.” Everyone knows
talk is cheap, and what really
matters is the bottom line. One
of the dramatic statistics com-
ing out of the 2000 Information
Security Industry Survey is just
how fast information security
budgets are growing. While ex-
ecutive management and the board of directors may still hem and
haw about security on some level—that much will never change—
the fact that they’re spending more money on security is a clear
sign that it’s no longer a “water cooler issue.” 

Conducted in late June and early July 2000, the Information
Security survey explores how 1,897 infosecurity professionals are
dealing with the increased attention: how fast their budgets are
growing, what they’re spending security funding on, how growing
internal and external risks are shaping their priorities, how the
push for e-commerce has changed their focus, and how security
policies have made an impact. In the following four sections, we
explore the state-of-the-art in information security in 2000, re-
vealing exactly what security professionals are doing to make sure
their organizations don’t appear “above the fold.” 

Budget Trends
Overall spending on security initiatives continues to rise rapidly
(although not uniformly) across all industry sectors. Not surpris-
ingly, banks, financial services and high-tech firms have the
highest security budgets, while government agencies, universities
and health care institutions have the lowest (see “Budgets by

Industry,” p. 44).
The “millionaire’s club”—the

number of companies spending
more than $1 million annually
on security—has become a lot
less exclusive over the last three
years. From 1999 to 2000, club
membership nearly doubled;
since 1998, it has grown by 
an astounding 188 percent.
Put another way, in 1998, only
8 percent of companies had 
security budgets topping $1
million; today, it’s nearly one-
quarter of companies. At the
other end of the scale, the
number of organizations with
security budgets of less than
$50,000 decreased by more
than half since last year (see
“Budget Growth,” p. 46). 

In part, the budget increas-
es reflect security’s growing
role in overall corporate tech-
nology and business initia-
tives. “Upper management is
more concerned about securi-
ty than they were a few years
ago,” says Dorothy Denning, a
professor of computer science
at Georgetown University and
author of Information Warfare
and Security. Denning points
to increases in automation,
networking and e-commerce
as primary security drivers. 

However, in industries such
as health care, increased secu-
rity spending is due more to in-

creased regulations than e-business initiatives. For instance, the
Health Insurance Portability and Accountability Act (HIPAA) is
forcing hospitals to spend millions on erecting strict (and, as many
are discovering, expensive) privacy controls over patient data.

Another explanation for the rapid increase in security spend-
ing is Y2K. During the second half of 1999, spending on security
products dropped off significantly as companies poured money
into making sure they were Y2K-compliant. The impact of the
spending freeze was tangible for many security vendors. Network
Associates, for example, saw revenues drop from nearly $1 
billion in 1998 to around $650 million in 1999.

This year’s budget growth reflects the fact that many companies
are “double-dipping” in 2000, funding last year’s and this year’s se-
curity projects at the same time. And if the statistics are any indica-
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INFOSECURITY@WORK

WANT TO SEND THIS REPORT 
TO A COLLEAGUE? 

A PDF version of the survey can be downloaded at
www.infosecuri tymag.com/2000survey.pdf.
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tion, companies aren’t merely thawing last year’s frozen security
budgets; they’re throwing them into the microwave. “We put off
spending on security while prepping for Y2K,” says Gary
Dentremont, an infosecurity officer at Towers Perrin, a financial
consultancy . “Now we’re basically catching up the budget.”

It’s important to note that just because security budgets are
increasing overall doesn’t mean every organization has more to
spend on security. It’s also inaccurate to assume that increased
spending translates into better—or better-planned—security
initiatives. While companies with existing security programs
may be devoting more resources to security, there are thou-
sands of old-economy companies and new startups grappling
with security for the first time. 

It’s also a mistake to assume that an increase in spending
translates into an across-the-board increase in management in-
volvement in security. A Forrester Research survey conducted
this past May found that only about half of managers participate
in risk management activities. To a certain extent, that suggests
that security is riding the coattails of business initiatives that in-
volve security, but aren’t necessarily security-driven. 

E-commerce is a notable example. Let’s say that management

wants to play in the B2B or B2C space, and the board wants the
technical infrastructure to support the project yesterday. So the
development staff rushes to get systems (including security sys-
tems) up and operating. Security spending goes up, but it’s high-
ly targeted spending in the service of one directive—enabling
e-business—not managing insider risk, protecting corporate as-
sets, defending against malicious code or other security-critical
areas. In other words, the fact that security spending is up over-
all says nothing about the distribution of spending. Worse, it’s not
necessarily planned spending, but in many cases a special dispen-
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*Not to scale.
1 Computing/security consulting firms only.
2 Includes organizations making up less than 5 percent of the total
respondent pool:  Manufacturing/Distribution (4%); Telecommunications
(4%); Consulting (other than computer/security) (3%); Legal/Insurance/
Real Estate (3%); High-Tech—Hardware/Software Reseller (2%); Retail
(2%); Aerospace (1%); Association/Nonprofit (1%); Education, K-12
(1%); Transportation (1%); Utilities (1%); Medical—Biotechnology (1%).
3  All levels, but not including education or military.
4  Post-secondary only.
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sation of capital to expedite a specific service offering. 
“Management is interested in e-commerce and they under-

stand that there are a lot more privacy concerns relative to that,”
says Dentremont. “I think they’re starting to ‘get security,’ but I
don’t think they’ve fully gotten it yet.”

Concerns and Priorities
The first few months of this year were relatively quiet on the virus
front. Antivirus software vendors and other contributors to the
“Wild List” noticed a discernable decrease in new malicious code.
While a lot of old strains continued to circulate, companies that
routinely updated their AV software definitions nabbed most 
of them at the gateway before they could cause damage. Mostly
absent were new, truly vicious strains along the lines of 1999’s
Melissa, Happy99 or BubbleBoy. 

Then, on May 8, all hell broke loose when a simple proof-of-
concept worm called LoveLetter swept across the globe, leaving in
its wake an unprecedented path of destruction. When the smoke
finally cleared, LoveLetter had caused somewhere between $700
million and $15 billion in damages and downtime, according 
to various estimates. Copycat variants in the succeeding weeks
caused billions more. 

The global alarm raised by LoveLetter and other destructive
viruses, including July’s LifeStages, is reflected in Information
Security’s 2000 survey, which was conducted only a few weeks after
LoveLetter hit. More than one-quarter of all respondents said
their number one security concern is malicious code attacks, in-
cluding virus and worm infections, Trojan horses and hostile
ActiveX and Java (see “Concerns & Programs,” above). 

“Today, viruses are more costly to companies than any other
single category of attack,” says Peter Tippett, chief technology of-
ficer of Internet security firm ICSA.net (publisher of this maga-
zine). “But the costs tend to be soft costs. Somewhere between 95
and 97 percent of all costs of all viruses are productivity-related.
But when you add up all those lost hours you wind up with a sub-
stantial amount.” 

While viruses are the most pressing security concern for many,
they certainly aren’t the only concern. One out of four respon-
dents said their top concern was the loss of user/data privacy or
confidentiality, reflecting growing concerns about security in the
age of virtual networks. 

“You really need a solid security framework to ensure the pri-
vacy and confidentiality of information, whether in B2B or B2C
relationships,” says Dan Woolley, president of Global Integrity
Corp., an e-business security services firm. “Upper management
is beginning to feel the pinch in this area, and in response to
consumer demand is beginning to spend money to develop pri-
vacy and confidentiality programs. Broader security programs
will be an outgrowth of these general consumer requirements if 
a company is to sustain a competitive position.”

As more and more companies migrate to a “brick-n-click” busi-
ness model, it’s not surprising that the single most important se-
curity project or program is security for Web and/or e-commerce
operations. In last year’s Information Security survey, fewer than
one in 10 respondents said secure e-commerce was their number
one priority. This year, fully one-fourth of those surveyed say it’s
at the top of their list. ◗
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BUDGET GROWTH

CONCERNS & PROGRAMS

Currently, what is your single most important 
infosecurity concern? What is your most 

important program or project?

CONCERN

1. Malicious Code1 26%

2. Loss of Privacy/ 
Confidentiality2 25%

3. Electronic 
Exploits/Tools3 20%

4. System 
(Un)availability4 20%

5. Other 5%

6. Physical Security 4%
1 Includes viruses, Trojans, worms 
and hostile ActiveX and Java.

2 Includes abuse/misuse of data.
3 Includes cracking, eavesdropping, 
spoofing and rootkits.

4 Includes denial-of-service, natural 
disasters, power interruptions and 
bugs.

PROJECT/PROGRAM

1. Security for Web 
and/or E-Commerce 
Operations 25%

2. Strengthening the 
Perimeter to Prevent 
External Intrusions 20%

3. Centralized Management 
of Security Policies 
and Controls 16%

4. Secure Remote Access 13%

5. Preventing Unauthorized 
Employee Access 9%

6. Messaging/E-Mail 
Security 8%

7. Other 6%

8. Database Security 3%

% of organizations within each budget category
(includes infosec salaries)



If the name Timothy Lloyd doesn’t send shivers up your
spine, it should. Timothy Lloyd is to insider security as Kevin
Mitnick is to social engineering and David L. Smith is to
viruses.

In one of the costliest acts of insider sabotage in recent memo-
ry, Lloyd was convicted in May of causing an estimated $12 mil-
lion in damages to Omega Engineering, his former employer.
Back in 1996, Lloyd found out he was about to be fired, so he
planted a logic bomb that systematically erased all of Omega’s
contracts and the proprietary software used by the company’s
manufacturing tools. Lloyd’s act of insider cyberterrorism cost
Omega its competitive position in the electronics manufacturing
market. At Lloyd’s trial, plant manager Jim Ferguson said, “We
will never recover.”

The 2000 Information Security survey confirms what previous
studies (including our own) have been saying for years: The
Timothy Lloyds of the world represent at least as much risk to
corporate assets as external crackers and virus writers. In many
ways, insiders present a far greater risk than outsiders do. Insider
cybercrime is harder to quantify and counteract. It’s not purely 
a “bits and bytes” problem, but one that involves human psychol-
ogy and complicated workplace dynamics. And the problem is 
getting worse, not better.

While the media tends to focus on “sexy” cyberattacks such as
denial-of-service, buffer overflows and Web defacements, the fre-
quency of these attacks pale by comparison to insider access con-
trol breaches, software/hardware misuse and abuse of Internet use
privileges. For all the media attention on February’s distributed
denial-of-service attacks, only about a third of respondents said
they suffered any DoS attacks at all. Only one-quarter of those
polled experienced buffer overflows, Web exploits related to CGI
scripting or attacks related to insecure passwords or protocol
weaknesses (see “Outsider Breaches,” opposite page). On the other
hand, at least half of all respondents experienced insider security
breaches related to the unauthorized installation of computing
tools, misuse of company resources and abuse of access controls
(see “Insider Breaches,” right). 

“To a large degree it will always be the case that internal inci-
dents are the majority of the total number of incidents,” says John
Pescatore, vice president and research director for Internet secu-
rity at market analyst firm Gartner Group. “Technology is rarely
the answer to internal issues because insiders can always get
around technology.”

One of the alarming trends coming out of the survey concerns
the rapid rise in “Timothy Lloyd attacks”—the electronic and
physical theft and/or sabotage of resources and equipment. The
number of companies with insiders who stole, sabotaged or inten-
tionally disclosed proprietary data increased by 41 percent over

last year, while those reporting the physical theft of equipment by
insiders nearly doubled (see “Trends,” opposite page).

“The reason is because organizations don’t combine, as a 
general rule or in a comprehensive way, information security
and physical security,” says Frank Prince, a senior security ana-
lyst at Forrester Research. “Ultimately, the kinds of breaches
that are the most costly get traced back to a human being, 
and become a physical security issue and a personnel issue. IT
security departments want technology to save them, but of
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Infection of company equipment via viruses/
malicious code/executables
(deliberate or accidental)

Installation/use of unauthorized software

% of respondents experiencing
these breaches in the past 12 months

1 “Insider” refers to full- or part-time employees, contracted
workers, consultants, company partners or suppliers.
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Were these breaches
deliberate or accidental?
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Use of company computing resources for
personal profit (gambling, spam, managing
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destruction of computing equipment
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course it can’t.
“If you look at the amount of money being put into ‘instant 

response’ operations,” Prince adds, “then you see that the buying
positions heavily favor structured technologies. That’s not the
kind of problem that people are.”

One of the reasons physical theft is growing, says Global
Integrity’s Dan Woolley, is the lack of “asset control” in large 
organizations. “With PCs, PDAs, external drives and so on so
easy to acquire, companies in many cases do not know what has
been acquired and, as a result, asset tags are never attached to
the devices,” Woolley says. “Physical inventories of assets are
rarely conducted, and as employees come and go or move from
department to department, these small devices just get lost in
the shuffle.” 

The asset mismanagement problem, Woolley adds, is as much
an HR and Finance problem as a security or IT problem. “If HR
management and financial asset programs are in place, informa-
tion security policies will fall in line. But without the first two pro-
grams working well, security will always be playing catch up.”

Unsexy Problems
Aside from being more “sexy,” why do external/outsider secu-
rity incidents seem to be more prevalent and problematic than
insider/internal breaches, when in fact they’re not? One obvious
explanation has to do with the potential for public exposure.
“External breaches in security tend to get high-profile headlines
more frequently because internal breaches and misuse, if detect-
ed, are often handled quietly in-house,” says Richard Dean, pro-
gram manager of information security services at International
Data Corp. “Violations that are discovered usually result in em-
ployee reprimand or dismissal, most of the time without public
disclosure.”

It’s natural to be more concerned about things you can’t control
vs. things you can control. In most cases, companies can keep a lid
on insider security breaches, which helps minimize damage con-
trol no matter how serious the actual breach is (Lloyd-type cases
being a notable exception). But it’s usually impossible to control
how outsider incidents get covered in the media—a hard lesson
Citibank learned a few years ago when it willingly disclosed a 
security breach it could have sat on. As a result, a company 
experiencing a Web defacement, for instance, has to deal with the
fallout on two fronts: resolving the technical vulnerability that 
led to the hack (relatively easy), and restoring shareholder and
consumer confidence in the company’s electronic and physical 
security (not so easy). The point is, while P.T. Barnum believed
there was no such thing as bad publicity, security practitioners
know differently. 
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IMPACT OF INSIDER BREACHES

Installation/use of 
unauthorized software 33% 7% 9% 1% 6% 11% 6% 40%

Infection of company equipment via 
viruses/malicious code/executables 
(deliberate or accidental) 64% 7% 8% 2% 19% 36% 13% 10%

Use of company computing 
resources for illegal or illicit 
communications or activities 
(porn surfing, e-mail harassment) 5% 5% 12% 1% 3% 8% 18% 41%

Abuse of computer access controls 37% 36% 21% 7% 17% 21% 12% 24%

Installation/use of unauthorized 
hardware/peripherals 24% 8% 11% 1% 6% 10% 4% 47%

Use of company computing 
resources for personal profit 
(gambling, spam, managing personal 
e-commerce site, online investing) 6% 5% 13% 1% 1% 5% 12% 46%

Physical theft, sabotage or intentional 
destruction of computing equipment 14% 15% 37% 4% 6% 8% 6% 18%

Electronic theft, sabotage or intentional 
destruction/disclosure of proprietary 
data or information 34% 45% 41% 12% 16% 13% 9% 11%

Fraud 14% 17% 42% 6% 4% 4% 17% 8%

For organizations experiencing the breaches at left, what % said it had the impact listed on the top row? 
(Multiple answers allowed.)
Example: 37% of companies suffering an access control breach said it resulted in a corruption of information.
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Solutions to the Insider Problem
If insider security breaches are easier to keep private, they’re also
more difficult to address in a substantive way. “Besides having 
access to the corporate network, insiders are more knowledgeable
about the company’s information resources,” says Dorothy
Denning of Georgetown University. “That makes it easier to plan
and carry out an attack.” 

It’s also counterproductive to treat employees as potential
threats, Denning says. “If not done properly, it can harm
morale.” One of the solutions she proposes is more extensive
background checks during the hiring process, which can help
weed out potential offenders. “The commercial world can learn
from the Defense Department in this respect.”

How else can those responsible for information security tackle
the insider problem? As Section Four of the survey indicates, 
having a comprehensive, up-to-date security policy is the first step
(see pp. 60-68). Companies with security policies detect a far

greater number of security incidents than those that don’t have a
policy. The lesson being: You can’t solve a problem unless you
know it’s a problem. 

But even when companies have policies in place, it doesn’t
mean they’re being adequately enforced. This challenge is exac-
erbated in large organizations with decentralized business units,
says Forrester’s Prince. Administrators at remote offices often
have security policies thrust upon them by the central office, and
are required to implement these policies even when many of
them don’t apply to the smaller unit. “The business units have no
ownership of the policies,” Prince says. “They weren’t involved in
the risk analysis or planning, so why should they pay attention to
the guidelines?”

The lack of user education and awareness training is an en-
demic problem that plagues most insider security programs.
When asked to pinpoint the cause of insider security breaches 
in all their guises, respondents to the Information Security survey
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IMPACT OF OUTSIDER BREACHES

Viruses/Trojans/Worms 59% 7% 7% 7% 17% 35% 10% 17%

Denial-of-service 14% 8% 9% 6% 40% 51% 13% 20%

Exploits related to active program 
scripting/mobile code 
(ActiveX, Java, JavaScript, VBS) 44% 9% 11% 2% 18% 31% 10% 28%

Attacks related to protocol weaknesses 21% 18% 18% 5% 23% 23% 12% 35%

Attacks related to insecure passwords 25% 38% 31% 4% 14% 12% 11% 25%

Buffer overflows 18% 9% 11% 4% 34% 33% 9% 32%

Attacks on bugs in Web servers 
(e.g., CGI script-related attacks) 28% 14% 13% 5% 43% 21% 12% 32%

For organizations experiencing the breaches at left, what % said it had the organizational impact listed on the top
row? (Multiple answers allowed.)
Example: 51% of companies experiencing a denial-of-service attack said it resulted in a temporary loss of Internet access.
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thought nearly half of them were accidental or unintentional,
while only 17 percent were deliberate or malicious (the remaining
35 percent were unknown). That suggests that security practition-
ers have a long way to go in educating users about the appropri-
ate use of company-owned data and technology. The fact that
more than a third of these breaches could not be pinpointed as 
either deliberate or accidental points to weaknesses in policy com-
pliance verification procedures.

Still, user education will only go so far, says Gartner’s Pescatore,
who attributes part of the difficulty to the “Microsoft problem”—
the fact that “Windows allows users to do that which they should-
n’t be allowed to do.” More importantly, the operations team isn’t
fixing known vulnerabilities in products installed on every desk-
top throughout the organization. “The best example is that many
companies just install a browser in its default mode, which allows
users to accidentally do all kinds of things,” says Pescatore. “Best-
practice companies use preconfigured browsers that limit the 
options and turn off the most dangerous features before de-
ployment. As a result, users are less likely to do bad things 
accidentally.”

A related problem, says ICSA’s Tippett, is that security teams
don’t have their eye on the ball—at least not the right ball. “The
‘emphayses’ is on the wrong ‘syl-able’,” he says. “We’re encrypting
the heck out everything in order to stop sniffing, and there’s not a
single bit of evidence that sniffing of, say, credit cards, has ever
happened—certainly not in the past four or five years. Yet it is the
most significant cost in perimeter security.” 

Tippett says the best approach to insider security is to “sweat
the small stuff,” things like making sure antivirus definitions are
updated and unnecessary e-mail executables are stopped at the

gateway. Simple account lockout screen savers would eliminate
the majority of access abuses, he says. 

But technology—even no-brainer, sine qua non technology—
can only go so far. “People in computing are used to looking for
zeros or ones, but most insider problems aren’t technical in na-
ture,” Tippett says. “The most typical sort of attack on the inside
is someone walking over to a machine that’s already logged into
the network. He’ll spend a minute or two getting the data he
needs, and then leave and go about his usual business. It’s the
simplicity of that type of attack that makes it either really easy or
really difficult to prevent. It all depends on your mindset and ap-
proach.”

But non-malicious users aren’t totally blameless, either.
Forgotten passwords remains the number one reason users call
the help desk. Far-too-many users still post their passwords on a
sticky note next to their monitor, making it painfully easy for
unauthorized users to use their systems as launch pads into com-
pany networks. ◗

“The ‘emphayses’ is on the wrong 
‘syl-able’. We’re encrypting the heck out
everything in order to stop sniffing, and
there’s not a single bit of evidence that
sniffing of, say, credit cards, has ever 
happened—certainly not in the past four 
or five years. Yet it is the most significant
cost in perimeter security.” –PETER TIPPETT



Imagine this: You’re sitting at your desk one day when you
get a phone call from the CIO, asking you to join her at
Wednesday’s meeting with the CEO, CFO and chief market-
ing officer. What about? you ask. Seems the company has 

decided to make the great leap into electronic commerce.
Widgets Inc. will now be known as Widgets.com. And you’re going
to be responsible for making sure it’s secure.

For the majority of infosecurity practitioners—57 percent, 
according to this year’s survey—you don’t have to imagine this
happening. You’ve already received the Call, and your company
has already put out its e-commerce shingle. For the remaining 43
percent, it’s only a matter of time.

For most infosecurity managers, the “Call to E-Commerce”
comes with both delight and trepidation. On the one hand, it
probably means an influx of new funding and an opportunity to
build (or augment) a secure e-commerce infrastructure. It also
gives you another chance to demonstrate the value that informa-
tion security brings to the organization—provided it works, of
course. 

On the other hand, the Call may also give you that “sinking
feeling.” Do we build it inside or outsource it? Do we bring in
consultants or integrators to help? How will the new systems 
affect legacy systems? What type of authentication systems do 
we need? Should we look into PKI? Is SSL adequate for B2C?
How will our directory servers work with this? How do we han-
dle authorization? Are the other companies in our B2B chain
also secure? How do we know? How do we get them to agree on
a standard of security? What about uptime, reliability and re-
dundancy? How will this offering involve our service providers?

What about co-location?
Management probably won’t make it any easier. Sure, they un-

derstand—in abstract ways—that it’s important to protect confi-
dential information on the wide-open Internet frontier. They
read the newspaper, too, and are worried about hacking, Web
graffiti, viruses and denial-of-service. “Upper management is 
beginning to see that if they are not being viewed as ‘responsible
security citizens’ in the B2B and B2C communities, they will lose
market position to their competitors,” says Global Integrity’s
Dan Woolley.

Still, management probably won’t want to hear about how
complicated it is to update and enforce certificate policies for
different levels of users in a 200-member extranet (for instance).
“For the most part, information security is still funded as a nec-
essary evil, and as a result security isn’t the first or second or
even third most critical issue in getting a product or service to
market,” Woolley adds. “The real question is the level of secu-
rity they have in place, and what is being done to sustain and 
enhance their capabilities.”

In short, what management is interested in is the bottom-
line… and time. So don’t be surprised when your CEO says,
“How long will it take to make this happen? Marketing is all
ready to go.”
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Is financial or purchasing
information (e.g., credit

card numbers)
transmitted electronically

as part of the
e-commerce transaction?

Does your organization conduct
e-commerce activities through its

Web site, intranet or extranet?

Yes
57%

No
43%

Both
B2B
&

B2C
48%

B2B Only
23%

B2C
Only
19%

Neither
8%

Unsure/
Refused

to Answer
2%

For Those Answering “Yes”…

Yes
53%

No
47%

What kind of e-commerce
do you conduct?

E-COMMERCE ACTIVITYPart 3
The Risks of
E-Commerce

“Upper management is beginning to 
see that if they are not being viewed as 
‘responsible security citizens’ in the B2B
and B2C communities, they will lose 
market position to their competitors.… 
The real question is the level of security
they have in place, and what is being 
done to sustain and enhance their 
capabilities.” –DAN WOOLLEY
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E-Commerce @ Risk
No matter what pressures you face from above, you’re right to be
concerned about the security of e-commerce systems and opera-
tions—whether it’s B2B or B2C, a new installation or a legacy 
upgrade. The 2000 Information Security survey shows that the 
frequency of security attacks, incidents and breaches is far higher
for companies that conduct e-commerce (EC companies) than for
those that don’t (non-EC companies). This is uniformly true for

all seven categories of external/outsider
security breaches and eight out of nine 
insider/internal breach categories (see
“The Risks of E-Commerce,” left).

For instance, EC companies are more
than twice as likely to get hit with Web
server-related hacks (e.g., via exploited
CGI scripts), and 35 percent more likely
to be the target of denial-of-service at-
tacks. Much of this is due to EC compa-
nies having much more exposure on the
Internet.

Perhaps more troubling is the rise in se-
curity incidents resulting from “trusted”
partners. EC companies are 25 percent
more likely to experience “insider” access
control abuses than non-EC companies. At
least some portion of that includes insiders
in the B2B partner chain, who typically
have access to highly confidential back-
end resources and information in the host
facility. The security challenge migrates
from one of “Secure the Network” to
“Secure the Virtual Network,” a task made
even more difficult when third-party ser-
vice providers or co-located hosting ser-
vices are thrown into the mix. 

“The old expression holds true: Would
you sleep at night if your most sensitive
corporate information was located on your
partner’s systems?” says Woolley. “In B2B
relationships, there is a lot of sensitive 
information that companies require their
partners to secure. The complexity of
these relationships are often cumbersome
and onerous.” 

Security Overlap
Fortunately, the majority of EC companies
surveyed for the Information Security study
use multiple, overlapping technologies
and applications to secure their e-com-
merce infrastructures (see “EC Security
Controls,” p. 58). More than 85 percent of
B2B and B2C companies employ user IDs
and passwords, the most basic form of au-
thentication. As expected, B2C companies
deploy SSL more often than B2B compa-
nies, though B2B services use VPNs, cer-
tificates and authentication servers/tokens
more often than B2C. 

It’s also not surprising that B2B com-
panies use more of a layered approach to security. While nearly
half of B2C sites deploy three or fewer security controls, nearly
70 percent of B2B sites use more than four overlapping tech-
nologies to secure communications and commerce. The main
reason for this is simple: B2B is more mature and, increasingly,
where the big bucks are. While many B2C sites are drowning in
red ink, B2B is thriving as a platform for electronic business,
saving corporations millions in supply chain and customer-rela-

THE RISKS OF E-COMMERCE

TYPE OF CONDUCT DON’T CONDUCT
BREACH E-COMMERCE E-COMMERCE

Installation/use of unauthorized software 77% 74%

Infection of company equipment via 
viruses/malicious code/executables 
(deliberate or accidental) 75% 66%

Use of company computing resources for 
illegal or illicit communications or activities 
(porn surfing, e-mail harassment) 70% 56%

Abuse of computer access controls 64% 51%

Installation/use of unauthorized 
hardware/peripherals 50% 59%

Use of company computing resources for 
personal profit (gambling, spam, managing 
personal e-commerce site, online investing) 55% 45%

Physical theft, sabotage or intentional 
destruction of computing equipment 50% 34%

Electronic theft, sabotage or intentional 
destruction/disclosure of proprietary 
data or information 29% 18%

Fraud 18% 8%

Viruses/Trojans/Worms 82% 76%

Denial-of-service 42% 31%

Exploits related to active program 
scripting/mobile code 
(ActiveX, Java, JavaScript, VBS) 40% 34%

Attacks related to protocol weaknesses 29% 23%

Attacks related to insecure passwords 30% 20%

Buffer overflows 29% 20%

Attacks on bugs in Web servers 
(e.g., CGI script-related attacks) 33% 16%

Companies conducting either B2B or B2C e-commerce experience a 
significantly higher rate of both insider and outsider security breaches 
than companies not conducting e-commerce. Here’s the % of respondents,
broken out according to their company’s EC involvement, who experienced
the security breaches/incidents listed at left.
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1 “Insider” refers to full- or part-time employees, contracted workers, consultants, company partners or suppliers.
2 “Outsider” refers to everyone not included in the description for “insider” above. 
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tionship management costs. 
B2B also involves a more intimate, trusted relationship be-

tween host and client. A B2C site may use SSL to assure the
client that their credit card is secure during transmission. 
But even though stronger authentication options might provide
the host with evidence of nonrepudiation, many B2C sites shy
away from robust authentication technologies for fear of losing 
customers who prefer to keep their names and addresses to them-
selves. Hence, a lack of overlapping security technologies—par-
ticularly authentication technologies—in B2C sites may be by

EC SECURITY CONTROLS

% of respondents using the following security tools 
and products in their e-commerce initiatives.

TOOL B2C B2B

User IDs/Passwords 86% 85%

Firewalls/Packet Filtering N/A 79%

Transactional Encryption (SSL/SET/SHTTP) 67% 60%

Server Segregation (DMZ) 50% 51%

Application-Specific Controls 44% N/A

Authentication Servers 
(Kerberos, RADIUS, RAS) 40% 46%

Digital Certificate-based Authentication/PKI 39% 45%

Point-to-Point Encryption (VPNs) 38% 56%

Dedicated Circuits 20% 36%

Authentication Tokens 
(hard or soft, including smart cards) 20% 29%

Other 3% 3%

None 3% 1%
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B2C

Of the security tools/products/controls listed at left,
how many (total) do you deploy?1

B2B

1-3
49%

4-6
35%

7+
16% 1-3

31%

4-6
43%

7+
26%

1 For companies deploying at least one tool.

SECURITY OVERLAP

A layered-defense approach to
B2B e-commerce “was absolute-
ly security-driven” at Towers

Perrin (www.towers.com), says info-
security officer Gary Dentremont. The
Philadelphia-based firm currently works
with about 40 B2B corporate clients, pro-
viding financial and business consultation,
application support and outsourcing ser-
vices. 

Towers Perrin uses an older version of
Axent’s Web Defender (www.axent.com)
for authentication, though the company is
looking into LDAP-enabled policy autho-

rization servers from companies such as
Encommerce (www.encommerce.com)
and Netegrity (www.netegrity.com). What
about PKI? “We haven’t gone the route of
certificates yet, though we plan on looking
into it once there is a little more acceptance
within the larger market,” Dentremont says.
“Right now, out of all our clients, only one
has mentioned PKI.”

Though Dentremont says the layered-
defense strategy was “more security-
driven than performance-driven,” recent
efforts have focused on availability, an
often overlooked yet critical service issue.

“We found that during the past two years
we’ve had to devote more effort and re-
sources to upscaling survivability, reliabili-
ty and load balancing, to the point where
we are actually starting to co-locate some
of our services at a service provider.”

Co-location involves its own set of 
challenging security issues. “We did a 
lot of due-diligence work in selecting the
vendor,” he says. Dentremont visited 
candidate facilities and poured over draft
contracts, fine-tuning the language for
Towers Perrin’s needs. “We took a fine-
tooth comb to all of the contractual re-
quirements to make sure there was
adequate recompense for liability. We ex-
amined the SLA in the contract language,
and we hammered out a level of risk accep-
tance we’re comfortable with.” The key 
to selecting a service provider, he says, is
“picking one that has a good match with
your internal architecture.” ◗

–Andy Briney

Layered
DEFENSE
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choice, not by chance. B2B sites, on the other hand, need to be
sure they can secure the pipe from one end to the other, deep
within both the host’s and the client’s back-end systems. To ensure
access control and authorization, strong authentication is a must. 

For B2B services, telecommunications companies on average
deploy the most security controls, with an average of 6.9 per B2B
site. Military installations (6.2) and banks/financial services firms
(5.3) are second and third, reflecting the high-security priorities of
these organizations. On the low end of B2B security deployments
are manufacturing/distribution companies, with an average of 3.1
security controls, followed by legal/insurance/real estate companies
(3.7) and non-military government agencies/organizations (3.9). 

In the B2C space, telecommunications again reigns, with an av-
erage of 6.6 security controls. B2C banking services and high-tech
integrators/service providers are second, with an average of 4.5
controls each. Legal/insurance/real estate companies have the
lowest number of B2B security controls, with 2.7, followed by
post-secondary educational institutions (3.3) and medical/health
care facilities (3.7). 

However, layered B2B security may not always happen by de-

sign, says Gartner’s John Pescatore. A more likely reason, he says,
is disjointed overlap. “It’s simply the fact that two different groups
are designing the solution.” While the security solutions may ap-
pear to overlap, Pescatore suggests it may actually lead to security
underlap—disconnects between two security approaches that were
deployed independent of each other.

Forrester’s Frank Prince suggests that part of the overlap may
also be due to “piling legacy system on legacy system on legacy
system, and making the best of it.” What you’re left with is a 
system that’s layered “only because it was built in bits and pieces.” 

Detect and React
Whether built from the ground up or by proxy, intentionally or
haphazardly, a layered security infrastructure is a sure-fire way 
to increase your chances of detecting security breaches and inci-
dents, according to the survey (see “Layered Security,” below). For
instance, B2C sites with seven or more security controls are more
than twice as likely to detect attacks related to insecure passwords
than those with one to three security controls, while B2B sites with
seven or more controls are 64 percent more likely to detect such
an attack than B2Bs with three or fewer controls.

The lesson from these statistics is clear: overlapping technolo-
gies make e-commerce organizations more successful in their 
security mission. It’s not that these organizations are experienc-
ing more breaches; they’re simply monitoring and recording
more of them—which is obviously the first step in a defense and
prevention program. 

“Some cars have a little buzzer that goes off when you go over a
certain speed—say, 70 miles-per-hour,” says Prince. “If you have
that little buzzer, you’re going to know when you go over 70 every
single time. If you don’t, you’re not going to notice nearly as
much.” Organizations with overlapping security simply have
more buzzers. ◗

LAYERED SECURITY

Viruses/Trojans/Worms 80% 86% 84% 76% 86% 86%

Denial-of-service 39% 45% 56% 48% 39% 49%

Exploits related to active program scripting/
mobile code (ActiveX, Java, JavaScript, VBS) 41% 43% 53% 36% 42% 58%

Attacks related to protocol weaknesses 25% 29% 51% 28% 23% 46%

Attacks related to insecure passwords 21% 29% 47% 28% 24% 47%

Buffer overflows 25% 30% 46% 31% 30% 42%

Attacks on bugs in Web servers 
(e.g., CGI script-related attacks) 25% 37% 52% 36% 34% 44%

B2C and B2B firms with many security controls in place generally detect a higher rate of security attacks, incidents
and breaches than those with fewer security controls. Here’s the % of respondents, broken out according to the 
number of security controls they employ, who detected the security breaches/incidents listed at left. 
(A list of the 10 possible security controls appears on p. 58.)
Example: 47% of B2B companies with seven or more security controls detected attacks related to insecure passwords, compared to
only 28% of B2B companies with one to three controls.

TYPE OF BREACH 1-3 4-6 7+ 1-3 4-6 7+

B2C B2B

The lesson from these statistics is 
clear: Overlapping technologies make 
e-commerce organizations more 
successful in their security mission. 
It’s not that these organizations are 
experiencing more breaches; they’re 
simply monitoring and recording more 
of them—which is obviously the first step
in a defense and prevention program.
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A common complaint in IT and risk-management de-
partments is that enterprise security policies are,
well, a big headache. They’re hard to design, hard to
update, hard to enforce and hard to make practical.

Users often think they’re a nuisance—or, worse, an infringement
upon their privacy. Management, meanwhile, often thinks they’re
a drain on budget and time.

“The most common obstacle to implementing a policy is man-
agement’s claim that ‘We don’t have the money right now,’” says
Charles Cresson Wood, author of Information Security Policies Made
Easy. “In fact, pleading lack of money can be code for a wide vari-
ety of circumstances or reasons that management may or may not
wish to share with you.”

Policy development tends to be a low priority for infosecurity
managers. For execu-
tive management, it’s
even less of a priority,
and won’t show up on
their radar screens at
all unless the security
department makes a
compelling case for
them. “Management
must fully understand

how the organization is inextricably dependent on both informa-
tion and information systems,” Wood says. “When they really get
this, infosec becomes a significant priority, and money and other
forms of support will follow.”

The fact of the matter is that it’s not difficult to create and im-
plement a security policy. What’s difficult is creating an effective,
pragmatic and supportable policy. Three out of four respondents
to the Information Security industry survey have a policy in place—
about the same portion as last year. But, amazingly, only about
two-thirds of those policies contain any formal guidelines for re-
sponding to cyberattacks or security incidents. This suggests that
for many companies, the security policy is merely a doorstop,
hardly better than no security policy at all.

The key is to construct a policy that is something more than a
doorstop and something less than a 40-hour-a-week compulsion.
It should be a living document based on the best practices adopt-
ed in your company’s industry, one that’s updated regularly to re-
flect changing business, regulatory, technological and personnel
environments. It should also be specific enough to cover compli-
cated business and staffing dynamics without getting bogged
down in minutia. A tall order, indeed. It’s no wonder most people
reach for the Tylenol when developing policy guidelines.

Worth the Weight
Headache or not, developing an effective and practical security
policy is worth the effort, according to the survey. One of the most
basic reasons is that security policies are self-sustaining. By its very
nature, a security policy requires its designer to update it on a
regular basis. While some infosec professionals update their poli-
cies more often than others (see “Standards & Compliance,” p. 64),
the very act of complying with the updating requirement forces
the policy designer to take a thorough inventory of the policy’s
applicability, practicality and accuracy within the ever-changing
business environment. 

Updating a security policy has several benefits. First, it puts
the infosecurity and risk-management teams in closer touch with

operational realities. By simply mea-
suring the impact a policy change
has had from one period to the next,
security can validate how practical
and effective the policy really is (or
isn’t). The shorter the updating in-
terval, the more fine-tuned the poli-
cy becomes. Let’s say, for instance,
you updated the policy to block 
all .exe e-mail attachments at mail
servers for general-purpose users.
Since the policy went into effect,
have all new users been added to the
restricted list? How many help-desk
calls has the restriction produced?
Has the new policy disrupted busi-
ness in any way? What was the im-
pact of that disruption? Only by
updating and checking compliance to
the policy will you discover the answer
to these questions, allowing you to
further adjust the policies as needed. 

Having—and updating—a security

Part 4
Security
Policies

Does Your Organization Have
a Security Policy?

If “Yes,” was it developed using
any publicly available policy model?

Yes
76%

No
22%

Don’t Know
2%

Yes
25%

No
48%

Not Sure/
Refused to

Answer
27%

POLICY
PREVALENCE

How would you rate the
overall effectiveness of your policy?

Not At All
Effective

3%

Somewhat
Effective

28%

Effective
38%

Very
Effective

24%

Extemely
Effective

7%

POLICIY
EFFECTIVENESS

CONTINUED ON PAGE 64
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policy also gives the security team an
often-overlooked benefit: peace of mind.
According to the survey, 64 percent of or-
ganizations with security policies say their
ability to detect insider security breaches 
is either effective or very effective, com-
pared to only 21 percent of organizations
without security policies. Responding to
breaches is no different: Two-thirds of the
companies with policies thought their abil-
ity to react to insider breaches was effective
or very effective, compared to only one-
third of companies without policies. The
statistics follow a similar pattern for detect-
ing and responding to outsider/external
breaches and incidents (see “Policy Effect
on Breaches,” p. 67). 

Where the Rubber Hits the Road
Peace of mind is great, but if the policy
doesn’t actually help IT, risk management,
and human resources address security
problems, what good is it? 

According to the survey, the confidence displayed by organi-
zations with security policies is well grounded in reality.
Organizations with a security policy do, in fact, detect a greater

number of security attacks and insider incidents than those that
don’t have a security policy (see “Policies: Awareness First,” p. 68).
They detect more access control breaches, password-related at-
tacks and buffer overflows. Indeed, companies with a security pol-

Does your policy include formal
guidelines for responding to

infosecurity incidents or attacks?

Yes
65%

No
33%

Unknown/Refused to Answer
2%

How often do you check compliance
to your security policy?

Annually
21%

Quarterly
19%

Unknown
16%

Monthly
13%

Weekly
13%

Semi-Annually
9%

Unknown/Blank
5%

More Than
Annually

4%

STANDARDS & COMPLIANCE
CONTINUED FROM PAGE 60
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icy are twice as likely to detect a Web server hack than those that
don’t. Of course, detection is only the first step in prevention, but
you can’t prevent something you don’t know about.

Does this mean that organizations with policies experience
more attacks and incidents? Not likely. A better explanation is that
organizations with security policies are paying closer attention,
and therefore are better able to both detect and react to security
incidents. The result, quite simply, is a more secure organization.

“It’s kind of a ‘don’t know, don’t tell’ situation,” says Gartner
Group’s John Pescatore. “Companies that have security policies
and monitor the compliance of those policies are also the compa-
nies that have put in intrusion detection and incident response—
because the policy specifies that they have to. So they’re a lot
better equipped to know when they’ve had a breach. If a company
doesn’t have intrusion detection and incident response, they
don’t know they’ve had a breach. They’re most likely the ones that
don’t have a security policy, either.” 

Policies also have a tendency to build on themselves, in the
process becoming even more effective and responsive to what’s
actually happening. “I expect some policies are created in re-
sponse to incidents,” says Georgetown’s Dorothy Denning.
“Organizations without policies are getting hit with just as many
attacks. But without a policy, many of those incidents aren’t even
reported because no one knows they have to report them.”

Not surprisingly, the survey also shows that the more specific
the policy, the better. Companies with specific policies are more
successful at detecting security breaches than those with general-
purpose policies. For instance, some 81 percent of the respond-
ing organizations with security policies have specific guidelines
against the use of company computing resources for illicit or ille-
gal activities, such as porn surfing, e-mail harassment or online
trading. More than 58 percent of the companies with this specific
policy detected this type of insider breach, compared to only 28
percent of companies that have a general security policy but not

How would you rate your company’s effectiveness at detecting and responding to
(attempted) infosecurity breaches from insiders?

DETECTING RESPONDING

Have Security Policy DON’T Have Security Policy Have Security Policy DON’T Have Security Policy

Effective
31%

Very
Effective

26%

Not Sure
10%

Not Very
Effective

33%
Not Very
Effective

65%

Effective
14%

Very
Effective

7%

Not Sure
14% Not Very

Effective
25%

Effective
32%

Very
Effective

34%

Not Sure
9%

Not Very
 Effective

52%
Effective

26%

Very
Effective

8%

Not Sure
14%

POLICY EFFECT ON INSIDER BREACHES 1

1 “Insider” refers to full- or part-time employees, contracted workers, consultants, company partners or suppliers.

How would you rate your company’s effectiveness at detecting and responding to
(attempted) infosecurity breaches from outsiders?

DETECTING RESPONDING

Have Security Policy DON’T Have Security Policy Have Security Policy DON’T Have Security Policy

Not Very
Effective

47%

Effective
27%

Very
Effective

17%

Not Sure
9%Not Very

Effective
21%

Effective
32%

Very
Effective

44%

Not Sure
3% Not Very

Effective
19%

Effective
34%

Very
Effective

43%

Not Sure
4%

Not Very
Effective

52%
Effective

28%

Very
Effective

12%

Not Sure
8%

POLICY EFFECT ON OUTSIDER BREACHES 1

1 “Outsider” refers to everyone not included in the description for “insider” in the above chart.
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specific guidelines covering this activity. In other words, compa-
nies with the specific guideline against porn surfing and online
trading were more than twice as likely to detect that activity than
the companies with general-purpose policies but no specific
guidelines against it.

Practical Realities
Security policies have to be practical to be effective. While this
may be an obvious statement, it’s often difficult to make practical,

pragmatic policies fit into a complex com-
puting and business environment. 

Take password policies, for instance.
Many security policies specify that users
must use a mixed alphanumeric password
at least eight characters long. While this is
a good policy in theory, it’s impractical in
reality. For one, users forced to remember
(and frequently update) four or five pass-
words fitting this description are likely to
post at least some of them on a sticky note
on their monitors, which obviously defeats
the purpose of a secure password from a
physical security perspective.

More importantly, a company’s elec-
tronic password file is only as secure as its
weakest link. If an attacker runs a pass-
word-cracking program like L0phtcrack
against a password file, 100 percent of all
user passwords have to comply with the
eight-digit, alphanumeric rule in order 
for the whole password file to be secure.
That’s 100 percent, as in, every one of them.

Such a goal is impractical, says ICSA’s
Peter Tippett. “Let’s say 98 percent of
users comply with your super-duper pass-
word policy. That’s great, right? Wrong.
It’s actually no better than 50 percent
compliance if somebody steals your pass-
word files. Either way, the attacker gets 
the passwords and gets access to your net-
work.”

A better solution is the same one dis-
covered to be effective for e-commerce
operations: layered security. “A series of
overlapping solutions works much more
effectively, even when you know the solu-
tions are individually fallible,” Tippett
says. “If you line up three security controls
that are each 60 percent effective, together
they’re something like 90 percent effective
against a given attack.” 

The problem, Tippett says, is that secu-
rity practitioners are trained to think that
a “60-percent-effective” security control is
no control at all. So rather than overlap
multiple controls that are partially effec-
tive, many security teams try to shoot for
100 percent effectiveness for one control,
even though it’s completely impractical. ◗

ANDY BRINEY (abriney@infosecuritymag.com) is Information Security’s
editor-in-chief. Contributing editor KIRK FRETWELL assisted in the data
analysis for this study.

POLICIES: AWARENESS FIRST

TYPE OF HAVE DON’T HAVE
BREACH POLICY POLICY

Installation/use of unauthorized software 79% 75%

Infection of company equipment via 
viruses/malicious code/executables 
(deliberate or accidental) 71% 69%

Use of company computing resources 
for illegal or illicit communications or 
activities (porn surfing, e-mail harassment) 64% 60%

Abuse of computer access controls 62% 47%

Installation/use of unauthorized 
hardware/peripherals 55% 52%

Use of company computing resources for 
personal profit (gambling, spam, managing 
personal e-commerce site, online investing) 51% 48%

Physical theft, sabotage or intentional 
destruction of computing equipment 43% 37%

Electronic theft, sabotage or intentional 
destruction/disclosure of proprietary 
data or information 25% 20%

Fraud 15% 5%

Viruses/Trojans/Worms 81% 74%

Denial-of-service 40% 29%

Exploits related to active program 
scripting/mobile code 
(ActiveX, Java, JavaScript, VBS) 39% 31%

Attacks related to protocol weaknesses 28% 21%

Attacks related to insecure passwords 27% 19%

Buffer overflows 26% 19%

Attacks on bugs in Web servers 
(CGI script-related attacks) 28% 14%

Companies that have an information security policy generally record 
more security incidents and breaches than those without a security policy.
Here’s the % of respondents, broken out according to their policy status, 
who experienced the security breaches/incidents listed at left.
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1 “Insider” refers to full- or part-time employees, contracted workers, consultants, company partners or suppliers.
2 “Outsider” refers to everyone not included in the description for “insiders” above.

ADDITIONAL SURVEY RESULTS

will appear in the October 2000 issue of Information Security, 

including reader product evaluations.


